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Foreword 64 

ISO (the International Organization for Standardization) is a worldwide federation of national 65 
standards bodies (ISO member bodies). The work of preparing International Standards is normally 66 
carried out through ISO technical committees. Each member body interested in a subject for which a 67 
technical committee has been established has the right to be represented on that committee. 68 
International organizations, governmental and non-governmental, in liaison with ISO, also take part in 69 
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all 70 
matters of electrotechnical standardization. 71 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 72 
2. 73 

The main task of technical committees is to prepare International Standards. Draft International 74 
Standards adopted by the technical committees are circulated to the member bodies for voting. 75 
Publication as an International Standard requires approval by at least 75% of the member bodies 76 
casting a vote. 77 

In other circumstances, particularly when there is an urgent market requirement for such documents, 78 
a technical committee may decide to publish other types of normative document: 79 

— an ISO Publicly Available Specification (ISO/PAS) represents an agreement between technical 80 
experts in an ISO working group and is accepted for publication if it is approved by more than 50 % of 81 
the members of the parent committee casting a vote; 82 

— an ISO Technical Specification (ISO/TS) represents an agreement between the members of a 83 
technical committee and is accepted for publication if it is approved by 2/3 of the members of the 84 
committee casting a vote. 85 

An ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed for 86 
a further three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or 87 
ISO/TS is confirmed, it is reviewed again after a further three years, at which time it must either be 88 
transformed into an International Standard or be withdrawn. 89 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 90 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. 91 

ISO/TS 22317 was prepared by Technical Committee ISO/TC 223, Societal security. 92 
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Introduction 93 

This International Technical Specification provides detailed guidance for establishing, implementing, 94 
and maintaining a business impact analysis (BIA) process consistent with the requirements in ISO 95 
22301, although this standard is applicable to the performance of any business impact analysis, 96 
whether part of a business continuity management system (BCMS) or business continuity 97 
management programme (BCM programme).  Hereinafter, BCM programme means either BCMS or 98 
BCM programme. 99 

Figure 1 (below) notes the relationship of the BIA process to the BCM programme as a whole.  The 100 
organization must complete the BIA before business continuity strategies are selected. 101 

 102 

Figure 1 – Elements of business continuity management (Source – ISO 22313) 103 

The business impact analysis is a process for analyzing the consequences of a disruptive incident on 104 
the organization.  The outcome is to produce a statement and justification of business continuity 105 
requirements.   106 

The purpose of this International Technical Specification is to: 107 

 provide a basis for understanding, developing, implementing, reviewing, maintaining, and 108 
continually improving an effective business impact analysis process within an organization; 109 

 provide guidance for planning, conducting, and reporting on a business impact analysis; 110 

 assist the organization to conduct a business impact analysis in a consistent manner that 111 
reflects good practices; and, 112 

 enable proper coordination between the business impact analysis and the overarching BCM 113 
programme.   114 
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NOTE  In this document, business continuity requirements has the same meaning as business continuity 115 
priorities, objectives, and targets (ISO 22301, Clause 8.2.2).  116 

The outcomes of the BIA process include: 117 

 endorsement or modification of the organization’s BCM programme scope 118 

 identification of legal, regulatory, and contractual requirements (obligations) and their effect 119 
on business continuity requirements 120 

 confirmation of product/service delivery requirements following a disruptive incident, which 121 
then sets the priorities for activities and resources 122 

 identification of, and establishment of, the relationships between products/services, processes, 123 
activities, and resources 124 

 determination of the resources needed to perform prioritized activities (facilities, people, 125 
equipment, information, communication and technology assets, suppliers, and financing)  126 

 understanding of the dependencies on other activities, suppliers, outsource partners, and 127 
other interested parties 128 

 evaluation of impacts on the organization over time, which serves as the justification for 129 
business continuity requirements (time, capability, and quality) 130 

 determination of the required currency of information 131 

The following diagram displays the BIA lifecycle, together with prerequisites and its relationship to 132 
strategy identification.  The clauses referenced in the diagram are subsections within this document. 133 

 134 

Figure 2 – Business Impact Analysis Lifecycle   135 
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Societal security – Business continuity management systems – Business 
impact analysis 

1 Scope 1 

This International Technical Specification recommends good practice and guidelines for an organization to establish, 2 
implement, and maintain a formal and documented process for business impact analysis.  This International 3 
Technical Specification does not prescribe a uniform process for performing a business impact analysis, but will 4 
assist an organization to design a BIA process that is appropriate to its needs.   5 

This International Technical Specification is applicable to all organizations regardless of type, size, and nature of the 6 
organization, whether in the private, public, or not-for-profit sectors.  The guidance can be adapted to the needs, 7 
objectives, resources, and constraints of the organization.     8 

It is intended for use by those with responsibility for ensuring the competence of the organization’s personnel 9 
(particularly the organization’s top management), as well as those responsible for managing the business impact 10 
analysis process. 11 

2 Normative references 12 

The following referenced documents are indispensable for the application of this document. For dated references, 13 
only the edition cited applies. For undated references, the latest edition of the referenced document (including any 14 
amendments) applies. 15 

ISO 22300, Societal security - Terminology 16 

3 Terms and definitions 17 

The terms and definitions contained in ISO 22300 apply and are available on the ISO Online Browsing Platform 18 
(www.iso.org/obp) 19 

4 Prerequisites 20 

4.1 General  21 

The organization should take a number of steps within the BCM programme before beginning the BIA process, 22 
which include:  23 

 define the context and scope,  24 

 define and communicate roles and responsibilities, 25 

 obtain leadership commitment, and 26 

 allocate adequate resources. 27 

The organization typically documents the outcomes of these steps in a BCM programme policy. 28 

NOTE For additional information, see Annex A for a mapping of each step to ISO 22301:2012. 29 

http://www.iso.org/obp
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4.2 BCM Programme Context and Scope 30 

4.2.1 BCM Programme Context 31 

Successful BIA outcomes are dependent on the organization understanding:  32 

 the external environment in which it operates so that it can achieve its purpose by delivering its products and 33 
services to customers; 34 

 the internal operating environment, inclusive of processes, activities, and resources, as well as the potential 35 
impact caused by disrupting the delivery of products and services; and 36 

 laws and regulations influencing the BIA process.  37 

4.2.2 Scope of the BCM Programme 38 

Before determining the scope of the BIA process, the organization should: 39 

 define and document the scope of the BCM programme, in terms of its products and services; and 40 

 document the justification behind management’s decision to exclude parts of the organization from the BCM 41 
programme. 42 

Following the definition of the BCM programme scope, the organization can determine the scope of the BIA process 43 
which may be: 44 

 conducted as a single BIA to cover the whole scope of the BCM programme; or 45 

 undertaken in a number phases that, over time, covers the whole scope of the BCM programme.  46 

NOTE if the organization chooses to undertake the BIA in phases, it should first determine the prioritization of all products 47 
and services (see section 5.2) and then continue with the remaining BIA process. 48 

The BIA may assist the organization to review the continuing appropriateness of the scope of the BCM programme. 49 

4.3 BCM Programme Roles  50 

4.3.1 BCM Programme Roles and Responsibilities 51 

Prior to performing the BIA process, top management should:  52 

 assign and communicate responsibilities and authorities; 53 

 ensure all roles, responsibilities, and authorities are defined and documented; and 54 

 assume overall responsibility and accountability for the BCM programme.  55 

4.3.2 BIA-Specific Roles and Competencies 56 

Following the assignment of BCM programme roles, top management should provide resources necessary to 57 
perform the BIA process, which may include appointing the following roles: 58 

 Project Sponsor 59 

 Project Steering Committee 60 

 BIA Leader 61 
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 Project Manager  62 

 Process Owners 63 

 Activity Managers 64 

The Project Sponsor should: 65 

 be an executive representing top management  66 

 be well respected within the organization by other members of top management  67 

 have an organization-wide perspective 68 

 have the authority to commit the organization to action  69 

 make final decisions regarding the BIA process 70 

The Steering Committee should 71 

 represent top management 72 

 provide ongoing advice and guidance on the conduct of the BIA process 73 

 agree on the methods and outcomes 74 

 make decisions regarding BIA results 75 

 assist the BIA leader and project manager in determining the competences required for BIA roles and 76 
responsibilities and the awareness, knowledge, understanding, skills, and experience needed to fulfil them 77 

The BIA Leader should: 78 

 conduct the BIA process 79 

 have an understanding of the organization, in particular product, services, services, and processes 80 

 have experience in conducting a BIA process 81 

The Project Manager should: 82 

 plan for and manage the BIA process  83 

 have an understanding of project planning tasks  84 

 be familiar with the BIA process 85 

Process Owners should:  86 

 have a relatively detailed understanding of the process in which they represent in order to assist the project 87 
manager in identifying subject matter experts, organizational units, and impacts of downtime   88 

 have the authority to assign prioritization of process-specific resources 89 

Activity Managers should: 90 

 have very detailed understanding of the activity in which they represent, including all of the resources that 91 
enable the activity to operate.  92 
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 be aware of alternate processes and resources that could be available in the event of a loss of primary 93 
resources 94 

NOTE in smaller organizations, these roles may be combined. 95 

The organization should ensure the competence of persons leading or participating in the BIA process.  96 
Competences should include skills and abilities related to: 97 

 project/programme planning and management 98 

 information gathering  99 

 analysis 100 

 effective communication and collaboration 101 

 translating organizational objectives to business continuity requirements and resource needs 102 

 applying BIA concepts in the specific organization’s context 103 

 knowledge of the organization, its products and services, processes, and technologies 104 

4.4 BCM Programme Commitment  105 

Top management should:  106 

 demonstrate leadership by making timely decisions, allocating resources, and ensuring the motivation and 107 
engagement of other staff; and 108 

 foster a culture and environment of awareness, participation and communication across the organization to 109 
achieve its business continuity objectives. 110 

 111 
Top management commitment to the BIA process is necessary to ensure that the organizational components 112 
participate effectively.  To obtain top management in demonstrating leadership in support of the BIA process, the 113 
organization may consider communicating the BIA process’s value that includes the following: 114 

 ensuring the appropriate and most cost effective strategies are selected by specifying the correct business 115 
continuity requirements, 116 

 providing evidence to management that business continuity requirements align with organizational 117 
objectives, 118 

 collecting the information necessary to establish appropriate business continuity requirements in order to 119 
select applicable business continuity strategies and document business continuity plans, 120 

 identifying linkages between products and services and process, activities, and resources that support the 121 
execution of other project or change activities throughout the organization, 122 

 prioritizing the recovery of the organization’s resources during a disruptive incident, focusing resources on 123 
the restoration of key product and service delivery, and 124 

 providing an overview of the organization that can be used to improve its efficiency or explore new 125 
opportunities [see Annex D]. 126 
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4.5 BCM Programme Resources 127 

 128 
The organization should provide resources to the BCM programme, and to the BIA process, that are sufficient to: 129 

 achieve its policy and objectives; 130 

 make adequate provision for people and people-related resources, including the time to fulfil BIA roles and 131 
responsibilities, and training and awareness; 132 

 meet the changing requirements of the organization; and 133 

 provide for ongoing operation and continual improvement of the BCM programme, as well as the BIA 134 
process. 135 

5   Performing the Business Impact Analysis 136 

5.1 Introduction 137 

The purpose of the BIA process is to prioritize the various organizational components so that product and service 138 
delivery can be resumed in a predetermined order following a disruptive incident to the satisfaction of interested 139 
parties.   140 

The products and services are prioritized first.  This sets the time and service level parameters for process 141 
prioritization to deliver.  If required by the complexity of the organization, the processes can then be broken into their 142 
constituent activities for prioritization. 143 

The integrity of the BCM programme depends on the data obtained during, and conclusions drawn from the BIA.  144 
Each part of the BIA must be completed consistently, carefully, and thoroughly.   145 

Figure 3 (below) shows how the various elements of the BIA process relate to each other.  The diagram illustrates 146 
that there can be come overlap between the timing of these constituent phases of the process. 147 

 148 
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 149 

Figure 3 – Business Impact Analysis Process 150 

 151 

Successful BIA outcomes may depend on: 152 

 identifying customers and other interested parties, and anticipating their reactions to a disruptive incident;   153 

 engaging all relevant interested parties with an appropriate mandate; 154 

 developing appropriate skills and competencies within the organization or project to conduct the analysis 155 
and present the results; 156 

 gathering generally complete and accurate information (some information may be unavailable, poorly 157 
understood, confidential or withheld, thus identifying areas for further work); 158 

 ensuring that those contributing to the BIA information gathering process have sufficient knowledge and 159 
authority to speak on behalf of the organization, process, or activity;  160 

 ensuring management representatives have sufficient authority to approve BIA scope and results.    161 

5.2 Project Planning and Management 162 

5.2.1 Introduction (overview) 163 

Although the BIA is a process, organizations may use project management methods to conduct a BIA for a specific 164 
time period as a project with a defined start and finish.  As the BIA process is potentially complex, using project 165 
management methods allows organizations to coordinate resources and timelines.   166 
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Project planning tasks may include: 167 

 decide on the scope of the BIA process; 168 

 communicate expectations to BIA process participants; 169 

 identify the BIA sponsor and top management participation; 170 

 establish BIA process roles and responsibilities (including competencies); 171 

 establish the project plan and with consideration given to the use of Gantt charts and work breakdown 172 
structures;    173 

 allocate resources for the BIA project; 174 

 gain acceptance of the project approach and plan are secured; and  175 

 establish or source the skills necessary to meet BIA process objectives. 176 

Project management tasks may include: 177 

 implement the BIA process (see clauses 5.2 through 5.6); 178 

 monitor the implementation of the BIA process (see clauses 5.2 through 5.6); 179 

 develop periodic reports on the status, noting performance expectations and recommendations to improve 180 
performance in line with top management expectations;   181 

 perform modifications of the BIA approach and scope to meet top management expectations and external 182 
(regulatory, statutory, customer, contractual) requirements (see clause 6); 183 

 collect and review lessons learned (see clause 6); and 184 

 make recommendations regarding BIA process improvement for future implementation (see clause 6). 185 

5.2.2 Initial versus Ongoing BIA Processes 186 

An organization undertaking a BIA for the first time may be unable to clearly identify products and services, 187 
processes, and activities making the initial BIA effort more exploratory and investigative than subsequent iterations. 188 

During the initial BIA process, the organization should plan for additional time to: 189 

 create awareness and ensure education; 190 

 identify an executive sponsor and/or steering committee; 191 

 determine impact criteria; 192 

 determine importance of the organization’s business/political environment; 193 

 identify the organization’s structure to an appropriate level of detail; 194 

 identify and select the right information sources for data gathering; 195 

 document the work flow breakdown to a process and activity level; and 196 

 complete data gathering through document review, interviews, workshops, and questionnaires. 197 
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During the initial BIA process, the organization may use the BIA results to prioritize subsequent business continuity 198 
tasks, including strategy identification and implementation.  During subsequent BIA iterations, the organization can 199 
focus the BIA process on the changes in the organization’s structure and environment, as well as changes to impact 200 
tolerance.   201 

5.3 Product and Service Prioritization 202 

5.3.1 Introduction (Overview) 203 

As the first step in the BIA process, the organization’s top management should agree on the priority of products and 204 
services following a disruptive incident which may threaten the achievement of their objectives.   205 

It is top management’s responsibility to make these decisions because:  206 

 They set the objectives of the organization 207 

 They have the ultimate responsibility for ensuring the continuity of the organization and the fulfilment of its 208 
objectives 209 

 They have the widest view of the entire organization from which to assess priorities 210 

 They can choose to override contractual and other obligations in setting priorities in exceptional 211 
circumstances 212 

 They are aware of planned future changes and other factors which may affect the business continuity 213 
requirements 214 

If an organization has too many products and services to identify individually, for this analysis, the organization may 215 
group together products and services when they have similar priorities.   It may be necessary for the organization to 216 
identify customers, that despite sharing the same products and services, have differing delivery timeframe 217 
expectations, or their value to the organization differs. 218 

For each group of products and services the organization should understand the impacts that a disruption may 219 
cause by: 220 

 Identifying customer expectations and the sanctions they have over the organization if these expectations 221 
are not met and the impacts they will have on the organization if the sanctions are imposed 222 

Note  In organizations operating within a non-commercial environment, the ‘customer’ may be the public or an 223 
overseeing authority, such as government.   224 

 Taking into account the views of other interested parties in assessing impacts  225 

Other interested parties and their impact following a disruption on the organization may include: 226 

 Partner organizations – their willingness to continue to cooperate 227 

 The media and society – brand value and public opinion 228 

 Potential customers – loss of current and future market share 229 

 Shareholders – effect on current share price and future investment 230 

 Competitors – who may attempt to take advantage of the situation 231 

 Staff – retention  232 

 Regulators and government – sanctions and rule changes 233 
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For each group of products and services the organization should document: 234 

 The time after which continued failure to deliver them becomes unacceptable to the organization because 235 
the impacts noted above threaten its survival or make its objectives no longer achievable (maximum 236 
tolerable periods of disruption or maximum acceptable outage - see Annex B) 237 

 The reason(s) why this time period has been identified with reference to the growing impacts over time  238 

 The requirements for delivery (to be confirmed later in the BIA process) 239 

The organization may use the information in the following table to understand the impacts of a disruptive incident on 240 
the organization: 241 

Table 1 – Product and service level impact categories and examples 242 

Impact Categories Examples of impacts 

Financial Financial losses due to fines, penalties, lost profits, or diminished market share 

Reputational Negative opinion or brand damage  

Legal and regulatory Litigation liability and withdrawal of license to trade  

Contractual Breach of  contracts or obligations between organizations 

Business objectives Failure to deliver on objectives or take advantage of opportunities 
 243 

Impacts almost always increase over time. Whilst costs may increase at a rate proportional to the disruption time, 244 
some impacts may not increase linearly – financial impacts can suddenly increase as contract penalties are incurred 245 
or customers lost and reputational damage can occur suddenly at a point during the disruption. 246 
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 247 

Figure 4 – Impacts over time 248 

The organization should, within the timescale identified above, set a target time for resuming delivery of products 249 
and services at specified minimum levels (recovery time objective or minimum business continuity objective).  For 250 
additional information, see Annex B. 251 

5.3.2 Inputs 252 

Top management may consider the following information in setting product and service priorities: 253 

 current organizational mission, objectives, and strategic direction 254 

 current BCM programme scope 255 

 assessment of product and service priorities from a previous top management review  256 

 list of legal and regulatory requirements to which the organization or specific products and services are 257 
subject (as well as an assessment of the consequences of breaching each requirement) 258 

 contractual requirements, including penalties for failure to deliver 259 

 assessment of reputational, financial, or other impacts for failure to deliver  260 

 recent serious post-incident reports and their impact, if relevant 261 
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5.3.3 Outcomes 262 

The outcomes of the product and service prioritization process should be: 263 

 endorsement or modification of the organization’s BCM programme scope 264 

 identification of legal, regulatory and contractual requirements (obligations) 265 

 evaluation of impacts over time as it relates to a failure to deliver products/services, which serves as the 266 
justification for business continuity requirements (time, capability, quality, etc.) 267 

 confirmation of product and service delivery requirements (that may include time, quality, quantity, service 268 
levels, and capability specifications) following a disruptive incident that then sets the priorities for activities 269 
and resources 270 

 identification of processes (that deliver the products and services) 271 

 nomination of lead personnel to assist in the process mapping task (that is the next step in the BIA process) 272 

 Analysis of the organization’s strategic objectives, products and services, customers and other interested 273 
parties, and downtime requirements.  274 

 Documented list of prioritized products and services (grouped by timeframe or customer, or individual).   275 

5.4 Process Prioritization 276 

5.4.1 Introduction (Overview) 277 

The organization should perform a process level prioritization to determine the interrelationships between internal 278 
processes and how they deliver products and services.  The organization may also determine activities that make up 279 
those processes during the process prioritization task, depending on the size and complexity of the organization.  In 280 
addition, the process prioritization will, later, assist the organization to develop a timetable for the recovery of 281 
activities across the organization.  282 

5.4.2 Inputs 283 

The information required for process prioritization includes: 284 

 the scope of this BIA process 285 

 product and service delivery requirements (which may include time, quality, quantity, service levels, and 286 
capability specifications) 287 

 processes and the products and services they deliver  288 

 impacts over time of a failure to deliver products and services 289 

 legal, regulatory, and contractual requirements (obligations) 290 

5.4.3 Outcomes 291 

The outcomes of process prioritization should be: 292 

 identification of the relationship between product and services, processes, and activities 293 

 identification of dependencies on other business processes  294 
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 evaluation of impacts over time of a process failure  295 

 The table of impacts in 5.3.4 could be used to consider the impacts of disruption of processes.  It may be 296 
appropriate to add additional internal impact categories at this level. 297 

 priorities of processes 298 

 interdependency analysis of the processes that deliver products and services to customers. 299 

 interdependency analysis of the activities that deliver processes. 300 

 documented list of prioritized processes that deliver products and services. 301 

 initial documented list of activities that deliver processes. 302 

5.5  Activity Prioritization 303 

5.5.1 Introduction (Overview) 304 

The organization should perform activity level prioritization to understand the resources needed to operate each 305 
activity following a disruptive incident, and to confirm the potential impact associated with a disruptive incident.   306 

Organizations should perform activity level prioritization to obtain a detailed understanding of day-to-day resource 307 
requirements, enabling the organization to identify the resources necessary for recovery and to help confirm impact-308 
related conclusions developed at the process level.  Resource-related information includes: 309 

 people/skills/roles 310 

 facilities 311 

 equipment 312 

 records 313 

 financing 314 

 information and communications technologies, including applications, data, telephony, and networks 315 

 suppliers, third-parties, and outsource partners 316 

 dependencies on other processes and activities 317 

 special tools, spare parts, and consumables 318 

 limitations imposed on resources by logistics or regulations  319 

In addition to the impacts already considered in Table 1, the organization may consider evaluating further impact 320 
categories outlined in Table 2 below, which may affect the prioritization of specific activities. 321 

Table 2 – Activity level impact categories and examples 322 

Impact Categories Examples of Impacts 

Operational Delays due to backlog of workload or manual workarounds; impacts to interrelated activities 

Welfare Physical or mental harm to staff or visitors (e.g. injury or stress) 
 323 
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5.5.2 Inputs 324 

The information required to undertake activity prioritization includes: 325 

 process, and product and service priorities   326 

 constituent activities of processes  327 

 scope of the BIA 328 

 organizational chart  329 

5.5.2.1 Information 330 

The information required to be collected during an activity prioritization includes: 331 

 the processes, products and services that this activity supports 332 

 the method of operation of the activity 333 

 the duration or lead-time of this activity 334 

 fluctuations in demand – peak operating periods 335 

 factors not already discovered that may affect the impact or duration of an acceptable disruption (e.g. 336 
backlogs)   337 

5.5.2.2 Resource requirements 338 

The resource information to be collected during an activity prioritization may include: 339 

 staff and contractors – minimum acceptable level for required service 340 

 knowledge, skills or qualifications required 341 

 workplace requirements – can they work from home? 342 

 IT applications and communications (noting special requirements) 343 

 records – electronic or hard copy and their location 344 

 equipment – ICT, office equipment, manufacturing equipment 345 

 legal and regulatory requirements of this activity 346 

 components and raw materials 347 

5.5.2.3 Interdependencies  348 

The interdependency information required to be collected during an activity prioritization includes: 349 

 Reliance on other internal activities or external suppliers of goods or services  350 

 Reliance on other internal activities on the outputs of this activity 351 

For the specification of ICT requirements additional information may be collected such as:  352 
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 ICT asset name, location, and configuration (for example, memory, capacity, processor speed, and disk 353 
drive space)  354 

 Dependencies on other ICT assets 355 

 End user profiles and usage characteristics 356 

 Unique legal or regulatory requirements regarding the use of the ICT asset  357 

5.5.3 Outcomes 358 

The outcomes of activity prioritization should be: 359 

 confirmation of impacts over time, which serves as justification for business continuity requirements (time, 360 
capability, quality, etc.) 361 

 resource needs to perform each prioritized activity (including facilities, people, equipment, ICT assets, 362 
suppliers, and finance)  363 

 dependencies on other activities, suppliers, outsource partners, and other interested parties 364 

 required currency of business (operational) information or data (recovery point objective - see Annex B)  365 

 analysis of impacts over time associated with activity downtime. 366 

 analysis of interdependencies of the resources (and other dependencies) needed to deliver processes. 367 

 documented list of prioritized activities that deliver processes, and products and services. 368 

 documented list of prioritized resources that enable activities to operate. 369 

5.6 Analysis and Consolidation 370 

5.6.1 Introduction (Overview) 371 

While analysis occurs during the entire BIA process, the organization should perform a final analysis (or 372 
consolidation of analyses) of the BIA process.  This involves: reviewing the results from the prioritization activities, 373 
and drawing conclusions that lead to business continuity requirements.   374 

The organization should choose the appropriate quantitative and/or qualitative analytic approach(es), which may be 375 
influenced by the type, size, or nature of the organization, as well as resource and skill constraints.  The 376 
approach(es) selected will depend on the type of information gathered and the desired BIA outcomes. 377 

Regardless of approach, the organization should ensure that the data is: 378 

 Correct = The data are accurate and reliable 379 

 Credible = The data are believable and ‘reasonable’ 380 

 Consistent = The data are clear and repeatable 381 

 Current = The data are up-to-date and available in a timely manner 382 

 Complete = The data are comprehensive (no records are missing and every field is known for each record) 383 
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5.6.2 Inputs 384 

The organization should obtain validated and approved information gathered from all levels of the BIA process in 385 
order to perform analyses. 386 

5.6.3 Methods 387 

The organization may use a combination of quantitative and qualitative techniques to analyze the information 388 
collected.  The following are examples of analytic techniques which may be used: 389 

Table 3 – BIA Analysis Techniques 390 

Quantitative Analytic Techniques Qualitative Analytic Techniques 

Interdependency Analysis 

Financial Analysis Approaches 

Common Sense and Cross Checks 

Stress Testing 

Strengths, Weaknesses, Opportunities, and Threats (SWOT) Analysis 

Quality Criteria for Data Validation (i.e. complete, correct, current, credible, 
and consistent) 

Review of Post-Incident Reviews and Recommendations 

Supplier-Input-Process-Output-Customer (SIPOC) 

5.6.4 Outcomes 391 

The outcomes of applying analysis techniques and consolidating information are: 392 

 confirmation of impacts over time 393 

 review and confirmation of resource dependencies and requirements 394 

 consolidation of resource requirements, where appropriate 395 

 review and confirmation of the interdependencies of processes and activities, and their relation to the 396 
delivery of products and services results that serve as the input to the business continuity strategy selection 397 

5.7 Obtain Top Management Endorsement of BIA Results 398 

5.7.1 Introduction (Overview) 399 

The organization should seek management endorsement of results, including product and service, process, activity, 400 
and resource prioritization following the BIA process and analysis.      401 

The organization should compile BIA results to ensure the information collected can be maintained and updated on a 402 
periodic basis before seeking management endorsement.  The presentation of BIA results can be in a variety of 403 
media and may contain different levels of detail depending on the audience. 404 

The organization should provide reporting outputs for key BIA results to top management for their review, 405 
amendment (if necessary), and endorsement before moving on to next steps: 406 

 Product and service prioritization (if changed from original determination) 407 

 Process prioritization 408 

 Activity prioritization 409 

o Resources and interdependencies 410 
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NOTE The organization may choose to receive this endorsement during a management review (see Annex A). 411 

5.7.2 Inputs 412 

The following data is needed for top management endorsement: 413 

 products and services, processes, activities, and resources and interdependencies 414 

 organizational downtime impacts over time (see Section 5.2.3) 415 

 recommended business continuity requirements/prioritization, including justification for recommended 416 
prioritization (quantitative and qualitative impacts) 417 

 activity and resource interdependency analysis 418 

5.7.3 Methods 419 

An organization should compile summary-level information into a formal report to be presented and approved by top 420 
management.  The organization may choose to develop report documentation by compiling data (from the analysis 421 
effort) or using a word processing or business continuity software tool to pull data into reports. 422 

The organization should include at least the following topics in report documentation: 423 

 an overview of the BIA process, including objectives and scope  424 

 impacts influencing the assignment of business continuity requirements (see Section 5.2.3) 425 

 recommended business continuity requirements/prioritization of products and services, processes, activities, 426 
and resources 427 

 Conclusions and next steps 428 

The organization may develop materials to be presented to top management following the completion of the BIA 429 
summary report, by performing the following methods: 430 

 summarizing information to top management by facilitating one-on-one meetings with top management 431 
members or facilitating a group meeting with top management  432 

 extracting and providing the executive summary, which highlights key findings and conclusions 433 

 facilitating one-on-one meetings with top management to review the summary report in detail 434 

Top management should provide documented endorsement of BIA findings once the organization delivers summary 435 
information.  Top management should inform the organization of its intention to amend BIA findings such as 436 
business continuity requirements, which would require the organization to update summary documentation. The 437 
organization should maintain documented approval according to established document management practices. 438 

5.7.4 Outcomes 439 

The outcomes of top management endorsement include a summary of business continuity requirements and all 440 
other previous outcomes (5.2 to 5.5). These outcomes are documented in a top management endorsed BIA 441 
summary report and presentation. 442 
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5.8 Next Step – Business Continuity Strategy Selection 443 

The BIA process results in a number of outcomes, including business continuity requirements.  Quantifying business 444 
continuity requirements enables the organization to determine and select appropriate business continuity strategies 445 
to enable an effective response and recovery from a disruption.  Examples include: 446 

 Alternate work area 447 

 Contingent supplier arrangements 448 

 ICT recovery options 449 

 Contingent sources of people 450 

 Equipment and sources of raw materials 451 

6 BIA Process Monitoring and Review  452 

Organization should review/perform the BIA process on a periodic basis (typically annually) or as part of 453 
organizational change that may affect the accuracy of business continuity requirements.   454 

Top management may publish an annual strategic plan or review that restates or revises the organization’s strategic 455 
objectives.  A change in the strategic objectives of the organization may be:  456 

 reflected in the business continuity policy by a change in the scope of the BCM programme, by adding or 457 
removing certain products and services, 458 

 or a change in the priorities of products and services which may initiate a review of the BIA at the process 459 
and activity levels. 460 

A review of different components of the BIA process may be triggered by the following considerations: 461 

 Annual review 462 

 Strategic directional change 463 

 Product or service change  464 

 Regulatory change 465 

 Customer and/or contractual change 466 

 Operational change, including new/change application/ICT, supplier (insourcing/outsourcing), and site/facility 467 
resources  468 

 Structural change 469 

 Following a disruptive incident 470 

In areas of the organization which have changed little since the last BIA, it may be appropriate to check and confirm 471 
the previous results rather than conduct a full review. 472 
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Annex A 473 
(informative) 474 

 475 
Business Impact Analysis within an ISO 22301 Business Continuity 476 

Management System 477 
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Annex B 479 
(informative) 480 

Business Impact Analysis Terminology Mapping 481 

These ISO 22301 terms are not used in the document; however, these terms are common with respect to the 482 
performance of business impact analysis.   483 

 484 

Number Term Definition 22317 References 

1 

Maximum Acceptable 
Outage (MAO) or Maximum 
Tolerable Period of 
Disruption (MTPoD or 
MTPD) 

Time it would take for adverse impacts, which 
might arise as a result of not providing a 
product/service or performing an activity, to 
become unacceptable. 

Clause 5.3.1 

2 
Minimum Business 
Continuity Objective 
(MBCO) 

Minimum level of services and/or products that is 
acceptable to the organization to achieve its 
business objectives during a disruption. 

Note: This should not be confused with BC 
Objectives in ISO 22301 clause 6.2 which refer 
to BCM programme objectives 

Clause 5.3.1 

3 Recovery Time Objective 
(RTO) 

Target time following an incident for: 

 

Product or service delivery resumption, or 

Activity resumption, or 

Resources recovery 

 

NOTE    For products, services and activities, the 
recovery time objective must be less than the 
time it would take for the adverse impacts that 
would arise as a result of not providing a 
product/service or performing an activity to 
become unacceptable. 

Clause 5.3.1 

4 
Recovery Point Objective 
(RPO) or Maximum Data 
Loss (MDL) 

Point to which information used by an activity 
must be restored to enable the activity to operate 
on resumption. 

Clause 5.5.3 

 485 
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Annex C 486 
(informative) 487 

Business Impact Analysis Data Collecting Methods 488 

This annex summarizes common methods to collect information necessary to reach business impact analysis 489 
conclusions.   490 

The organization should consider the following factors which may influence the selection of the method or methods:   491 

 The information needed – is the information required to perform the analysis quantifiable/discrete or 492 
subjective? 493 

 Previous experience with performing a BIA – Is this the first BIA performed? 494 

 The need to create business continuity awareness with BCM programme participants – Is business 495 
continuity an understood concept and are its outcomes known among interested parties? 496 

 The complexity of the business – How complex are the activities within the scope of the BIA? 497 

 BIA process participant competency – What skills and experiences do business continuity professionals 498 
have with implementing a BIA process? 499 

 BIA process participant availability and geographic location – What are the physical locations and time 500 
constraints for those representing activities? 501 

In general, the five most common methods of BIA information gathering are: 502 

  Documentation Review 503 

 Interview 504 

 Survey/Questionnaire 505 

 Workshop 506 

 Scenario-Based Exercise 507 

Methods to ensure information consistency, regardless of data collection method: 508 

 Training for those who are leading or participating 509 

 Identifying information requirements 510 

 Oversight or quality assurance of outputs 511 

 Perform a trial of data collection method before implementing on a whole scale 512 

 Identify data points before beginning method 513 

 514 
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C.1 Documentation Review 515 

The organization should review activity-related documentation as an essential step in preparing for interviews, 516 
developing survey questions, and eventually performing analysis-related work.  The organization should review the 517 
following documentation as part of information gathering: 518 

 Strategy documents  519 

 Marketing materials 520 

 Annual reports 521 

 Business performance metrics 522 

 Standard operating procedures describing day-to-day task execution 523 

 Equipment and information and communications technology (ICT) lists 524 

 Insurance policies 525 

 Post-incident reports 526 

 Training materials 527 

 Prior BIA information 528 

 Process documentation 529 

o Documents that describe and detail the processes used in the organization, their inputs and outputs, 530 
their constituent activities, and the organizational entities responsible for these activities. 531 

 Organizational charts 532 

o Hierarchal diagrams that show the relations of individual managers to the organization’s top 533 
management. 534 

o Hierarchal diagrams that show the relationship between the processes and organizational units. 535 

 Roles and responsibilities 536 

o Details on the roles and responsibilities of the various players depicted in organizational charts. 537 

 Service level agreements 538 

o Agreements with specific details on the minimum acceptable levels of product or service delivered 539 
and its associated timelines with customers, clients, business partners, regulatory bodies and 540 
government agencies, as well as other internal processes. 541 

 Contractual requirements 542 

o Agreements between the organization and a customer for the delivery of a service or product. 543 

o Agreements between the organization and a vendor or supplier for the receipt of a service or 544 
product.  545 

 546 
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C.2 Interview 547 

Organizations may perform interviews, at a process or activity-level (depending on complexity), to enable discussion 548 
regarding day-to-day operations, resource needs, obligations, and possible impacts if a disruptive incident were to 549 
affect the activity’s capability to deliver processes, and products or services.  550 

Although many ways to structure an interview exist, topics should include: 551 

1. BIA process overview, objectives, desired outcomes, and the relationship of the BIA to the remaining 552 
business continuity planning process 553 

2. BIA participant expectations 554 

3. The relationship of activities to processes  555 

4. Activity discussion: 556 

a) Activity overview and relationship to products and services and processes, with emphasis on key tasks and 557 
the timeframes necessary to perform the activity as a whole or the subordinate tasks 558 

o Peak operating times, seasonality, work cycles 559 

b) Resource dependencies and requirements (see Section 5.4.2) 560 

o Existing workarounds and how long they remain viable 561 

c) Known impact associated with downtime (see Section 5.2.3) 562 

d) Known activity-specific obligations 563 

5. Next steps, including a review of the interview summary, comments and corrections, and approval 564 

Interview good practice includes: 565 

 Prepare adequately, which often includes an agenda with instructions for the interview participant on 566 
preparing for the interview 567 

 Research on the activity in order to inform interview questions 568 

 Repeat key information to ensure it was heard accurately 569 

 Document an interview summary, solicit feedback, and obtain approval 570 

C.3 Survey/Questionnaire 571 

Organizations may use surveys or questionnaires to effectively collect discrete information, meaning information with 572 
a finite number of possibilities or information that can be quantified.  Organizations can choose to deliver surveys as: 573 

 Hard-copy documents, 574 

 Electronic documents, or 575 

 Online survey service.   576 

Since, unlike in an interview or workshop, the analyst will not be present to assist the user in completing the 577 
information, it is important that the questions be clear in their intent and language.   578 



ISO/DTS 22317 

© ISO 2014 – All rights reserved 23 
 

Common survey content may include: 579 

 Validation of the impacts associated with a disruptive incident, including how the impact changes over time 580 
(see Section 5.2.3) 581 

 Identification of additional legal, regulatory, or contractual obligations specific to the activity 582 

 Identification of resource dependencies and requirements, as well as recovery timeline following a disruptive 583 
incident 584 

C.4 Workshops 585 

Workshops with participants representing different activities or processes may be used collect similar information to 586 
interviews but in addition may develop and share outcomes with the group in order to:  587 

 Produce additional, more complete information, and  588 

 Resolve competing, possibly unrealistic expectations.   589 

C.5 Scenario-based exercise 590 

Using a scenario-based exercise enables participants to decide on the priority of products and services, process 591 
and/or activities within the context of a simulated disruptive incident.  At a top management level the exercise should 592 
be sufficiently challenging that the tolerance of customers is stretched to breaking point so that impacts can be 593 
identified and evaluated and difficult decisions about priorities can be made.  At a process and activity level an 594 
exercise can explore the logistics, timing and dependencies on other activities and suppliers. 595 

For a top management exercise scenarios should be kept simple so that participants concentrate on priorities 596 
prompted by information injects relating to external pressures such as complaints from customers and media 597 
pressure.   Time should be allowed for priorities to be debated rather than following a strict incident timeline.   598 

For a process or activity level exercise the objectives should focus on identifying the resources required for recovery 599 
requirements and the order, feasibility and maximum time available for recovery to achieve the required recovery of 600 
product and service delivery. 601 

The outcomes of an exercise may include: 602 

 The identification of the impacts that would result from a disruption to product and service delivery and the 603 
time at which such impacts would become unacceptable 604 

 The prioritization of product and service delivery, processes and/or activities 605 

 The resources required to support an activity including suppliers 606 

 The interdependencies of the activity on other activities 607 

These outcomes may not give results that are as comprehensive as a series of structured interviews but the 608 
engagement of the participants and the apparent realism of the situation may give more reliable results.  This 609 
method is also useful when the time available with the participants is limited. 610 

NOTE When performing scenario-based data collection, be sure to concentrate on the impact of the scenario, as opposed to 611 
cause of the scenario. 612 

 613 
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The table below gives additional information regarding strengths, weaknesses, opportunities, and tips regarding 614 
each of these information gathering approaches.   615 

Document Review 616 

Strengths Weaknesses 

Potentially detailed and thought through 

Evidence already exists / does not require additional 
effort or verbal communications 

Leverages previous efforts / promotes cooperation 

Easy to access 

Time consuming 

Lack of explanation and context 

Could be out-of-date or incorrect 

Needed information could be difficult to locate due to 
volume 

Opportunities Tips 

Information can come from many sources 

Can enable the compilation of draft 
questionnaires/interview questions  

Can confirm data from other method   

Pair with meeting to ensure understand context 

Read available documentation in preparation for 
interviews and workshops 

 617 

Interviews 618 

Strengths Weaknesses 

Involves staff and raises awareness  

Interviewer gains knowledge of people and functions  

Discovers actual impacts (near-misses) 

Address personal views and fears 

 

Time consuming  

Need to prepare  

May use more staff time 

Questionnaire draft still needed  

Personal response  

Lacks consistency if more than one interviewer 

Opportunities Tips 

Use of senior participants  

Where qualitative assessment is required  

Use where awareness is a requirement 

 

Formalize interview structure 

Interview in location  

Try to interview in context of business deliverables not 
process aims 

Take time to explain purpose of BIA 

 619 
Workshops 620 

Strengths Weaknesses 

Cross-process perspective  

Brain storming  

Shows organization's commitment  

Fewer distractions  

More professional 

Difficult to timetable  

Difficult to deal with dissent and internal politics in a 
group  

Facilitation skills required  

Lots of preparation 

Opportunities Tips 

When rapid results required  

High level of organizational commitment 

Sell to management on the basis of cost savings 

Prepare it well - you only get one chance! 

Run as an exercise 
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Scenario-Based Exercise 621 

Strengths Weaknesses 

Forces decision on timescales and priorities 

Provides relatable context for understanding strategy 
options and decisions (including manual workarounds 
and alternate procedures) 

More realistic decisions may emerge 

Significant preparation required 

Could narrow scope of discussion to scenario at hand 
(leaving out other resource losses or threats) 

Opportunities Tips 

Can also be used to raise awareness of business 
continuity 

Plans can be developed or exercised in addition 

Make the scenario and exercise realistic to encourage 
buy-in and involvement 

 622 

Questionnaires/Surveys 623 

Strengths Weaknesses 

Easy to analyze  

Easier to standardize response 

Produces 'hard-copy' evidence  

Can be automated  

Software available for remote entry 

Questionnaire fatigue  

Interpretation of Qs  

Need to cross-check  

Possibility of error in Qs nullifying results  

Lack of involvement  

Miss soft issues  

Miss major issues through not challenging response 

Opportunities Tips 

In a mature BCM organization 

When data can be numerical or ranked  

As a follow-up   

If the number of respondents are high  

Remote locations 

Database or spreadsheets for graphs 

Keep data requirements tight  

Verify data  

Mix with interviews 

 624 
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Annex D 625 
(informative) 626 

Other Uses for the Business Impact Analysis Process  627 

D.1 Collection of Additional Recovery Planning Information 628 

Throughout the document, we have explained the minimum level of information required to collect in a BIA.  629 
However, there is other information that individuals may choose to collect, which may assist in additional planning 630 
activities.  This may be a rare opportunity to get in front of subject matter experts, so take advantage of it; however, 631 
only collect information that you will actually use. 632 

 Employee names and contact information 633 

 Others 634 

D.2 The collection of information useful for plan development and incident response 635 

The specification of BIA contents described in this standard comprise only the information required to select 636 
appropriate recovery strategies from the current business continuity requirements. 637 

Conducting a BIA through any of the methods described may be an opportunity to collect additional information 638 
which will be useful in developing plans or in responding to a disruptive incident.  This information may include: 639 

 At the top management level 640 

o The planned strategic direction of the organisation – such as mergers, relocation or acquisitions 641 
which may affect business continuity strategy in the future and should be taken into account when 642 
selecting current strategies 643 

o Exploration of recovery strategy opportunities such as cooperation with other organisations (who 644 
may be competitors) to provide mutual aid. 645 

 At the process level 646 

o Opportunities to outsource parts or all of a process, temporarily or permanently after a disruptive 647 
incident  648 

 At the Activity level 649 

o The documentation of workarounds for the absence of resources and their limitations of quality, 650 
extra resource needs and for how long they are effective.  651 

o Feasibility of using alternative suppliers 652 

o Characteristics of staff such as: 653 

o Skills of individual members of staff – in current and past roles 654 

o Contact details 655 

o Their home location and mode of transport to work 656 

o Ability to work from home – network capacity, equipment, desk location etc. 657 
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D.2.1 Increasing the efficiency of the organisation 658 

The overview of the operation of an organisation that emerges from the BIA process may enable participants in the 659 
process to identify changes that can improve its efficiency.  These changes may not have been apparent until the 660 
web of interdependencies within the organisation is explored. 661 

A better understanding of the time imperatives of product and service delivery could improve scheduling and 662 
prioritization when resources are temporarily limited. 663 

Knowing the time imperatives of various parts of a manufacturing process could improve the optimization of stocks 664 
of raw materials or spare parts. 665 

Understanding the interdependencies of activities may suggest changes in management structure. 666 

D.2.2 To explore alternative strategic planning options 667 

The BIA method described in this standard determines the business continuity requirements of an organization as 668 
they are at present.  However the organization can also apply the BIA process on one or more future situations in 669 
order to understand the business continuity implications of planned changes. 670 

This application of a BIA process may be useful if the organization is planning significant changes such as: 671 

 Rearrangement of workspace – a new site, site closure or consolidation 672 

 Change in resource – staff increase or decrease 673 

 Change in technology – automation or ICT hardware 674 

 Product or service change – new contracts or change in business terms 675 

The application of a future-looking BIA process could explore various options to understand the business impact of 676 
each change as there may be significant differences within which disruption to products, services, processes or 677 
activities remains acceptable.  These BIA conclusions may be used as an input into the decision- making process. 678 
For example: 679 

 A call centre service delivered from two sites may provide an acceptable, if not degraded, service compared 680 
to downtime potential if a single site was used and became non-operational 681 

 The impact of a loss following the proposed change is unacceptable, so the organization abandons the 682 
proposed change 683 

 Space freed by relocation may be considered as potential recovery space rather than disposed of 684 

 A change in staff numbers may affect the time taken to recover an activity  685 

 New technologies may have different recovery timeframes and some may be feasible within the time 686 
available so this should be ascertained as part of the selection process 687 

 It should be verified that service levels and contractual obligations for recovery are achievable prior to 688 
agreement  689 

D.2.3 To assist with longer term strategy decision-making 690 

The method of evaluating impacts over time could be applied at a strategic level to a number of strategic decisions 691 
other than recovery requirements.  692 
How long have we got to make a strategic change before unacceptable? 693 

 Example: Carbon neutral due to climate change 694 
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Many long-term shifts in organization’s operations are driven by eternal factors such as: 695 

 Pending regulation 696 

 Changes the business environment 697 

 degradation of the physical environment 698 

 shifts in public opinion 699 

The organization need not respond immediately to these changes but top management may assess the growing 700 
impacts over time to reach a decision as to when, roughly, the reputational or financial impacts of not responding to 701 
the changing circumstances become unacceptable.  This may then be a consideration in strategic planning. 702 

D.2.4 Project or event BIA 703 

The BIA as described in this standard assumes that the product and service delivery dates can be postponed to a 704 
point that is just acceptable to the customer.  At times, the product is a project or an event without delivery date 705 
flexibility and cancellation may be unacceptable.  The organization can apply the BIA process to determine if the 706 
delivery date of the event or project can be shifted but only by a set time since the consequences of further delay 707 
would be unacceptable.   708 

In this case the process and activity level prioritization efforts can be conducted in reverse; using the time taken by 709 
each activity to work backwards from the set date to ascertain at what point each activity needs to be started to 710 
achieve the deadline and optionally to assess which activities can be omitted or scaled to deliver the event or project 711 
to the minimum acceptable specification.  This is conventional project planning and critical path analysis but with the 712 
impact analysis driving the due dates and informing the duration of contingency time to be inserted into the project 713 
plan.  As the project progresses this contingency time can be monitored and slippage controlled by dropping 714 
activities that are not in the minimum specification. 715 

Whilst this approach does not guarantee on-time delivery of projects or events, it does ensure top management 716 
understanding of the impacts of delays.  They may choose to identify which projects or events are within the scope 717 
of this approach and whether business continuity staff should have a responsibility within it.  718 

D.2.5 BIA as a Risk Analysis 719 

Some risk management standards use the term “business impact analysis”. 720 

Although it is possible to identify the impact of identified threats this is of limited use in determining business 721 
continuity strategies which are intended to be useful to respond to both identified and unexpected incidents.  722 
Recovery requirements defined only by identified incidents may not be comprehensive. 723 

In this method the measurement of impact by a single variable ignores the essential parameter of time.  The impact 724 
of an incident on an organization’s reputation and finances almost always increases over time; being negligible 725 
immediately after the incident to being survival threatening at some time later.  A single value for impact cannot 726 
describe this variation. 727 

The impact of an incident on an organization appears to be more closely related to the speed and effectiveness of 728 
the return to providing products and services to customers than the nature of the incident that caused the disruption.  729 
Indeed some organizations have enhanced their reputation by their response to a disruption.  730 

Therefore the identification of impacts by threat alone, as described in risk-based standards, appears to be 731 
inappropriate as a method to determine appropriate recovery requirements. 732 
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Bibliography 733 

This bibliography and reference list has been complied to provide users of this Standard with the opportunity to 734 
access important source documentation used in the development of this Standard. The bibliography will provide 735 
valuable assistance to organizations wishing to further refine their knowledge and understanding of resilience and 736 
the factors that contribute to successful organisations. 737 

ISO 22300:2012 – Societal security - Terminology  738 

ISO 22301:2012 – Societal security – Business continuity management systems - Requirements 739 

ISO 22313:2012 – Societal security – Business continuity management systems – Guidance 740 
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